
Digital transformation of the harm
reduction sector—“Here4UScotland”
a case study of a virtual supervised
consumption

Hadi Daneshvar1,* , Graeme Strachan2 and Catriona Matheson3

Abstract
Objective: This study explores the potential of digital technologies in reducing drug-related deaths through virtual
supervised drug consumption. It assesses barriers, enablers, and strategies for adopting a remote supervision service
app, Here4UScotland, fostering user engagement and ownership.
Methods: A mixed-methods evaluation was undertaken, using semi-structured interviews, focus groups, and quantitative
data. Interviews and focus groups were undertaken with 26 participants. The Technology, People, Organizations, and
Macro-environmental framework guided data collection and analysis, while the Transformative Technology Integration
in Health conceptual model enabled analysis of the relationship between digital technology and service delivery.
Qualitative data were thematically analyzed.
Results: The app was piloted in Aberdeen (Scotland) from January to December 2023. Twenty-five users received
smartphones and logged 74 calls. Qualitative findings identified user concerns about privacy versus the need for real-
time support, challenges in integrating new features, and the impact of police involvement on trust in digital services.
The app’s functionality and user engagement highlighted the need for ongoing support and improved system integration.
Interviews highlighted the importance of relationships, training, and strategic outreach in successfully delivering digital
harm reduction services. Technological features, such as location tracking, offer real-time support but raise privacy con-
cerns.
Conclusion: Organizational and macroeconomic factors, including marketing, outreach, and law enforcement involve-
ment, may impact service effectiveness and should be considered in future app implementations. Despite challenges,
digital tools have enhanced accessibility and support in overdose prevention. Future research should explore cultural dif-
ferences in digital adoption and improve communication strategies to maximize user engagement.
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Introduction
Recent data underscores the significant impact of drug use
on mortality rates. A 2024 report from the World Health
Organization indicates that psychoactive drug use is respon-
sible for ∼600,000 deaths annually.1 In 2023, the United
States recorded 105,007 drug overdose deaths (ODs), resulting
in an age-adjusted rate of 31.3 deaths per 100,000 individuals.2

Canada reported 7328 ODs in 2022.3 Within the European
Union, over 6000 drug-related deaths (DRDs) were reported
in 2021.1 In Scotland, 1172 DRDs were registered in 2023,
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marking a 12% increase from the previous year.4 This figure
underscores Scotland’s position as having the highest OD
rate in Europe, with 27.7 deaths per 100,000 people, nearly
three times higher than the next highest country, Ireland.

People who use drugs, especially those at risk of OD,
often use alone, increasing the risk of fatal OD.5–7 Opioid
overdoses can be reversed with the timely administration
of naloxone, an effective opioid antagonist.8 Laypersons
can safely administer it as a nasal spray, making it access-
ible for public use. Distributing naloxone is a key strategy
in combating the opioid epidemic internationally,9 with
Scotland investing significantly in increasing access for
people who use drugs and their personal support
networks.10

The global healthcare landscape has been significantly
transformed by digital technologies, facilitating the develop-
ment and implementation of numerous health interventions.
Digital technology encompasses electronic and computa-
tional tools, systems, or platforms that facilitate information
exchange, communication, or service provision through
digital or virtual means.11 Specifically, within the context
of harm reduction explored here, digital technology refers
explicitly to the smartphone application. The World Health
Organization’s Global Strategy on Digital Health 2020–
2025 emphasizes the potential of digital health solutions to
enhance health outcomes and service delivery worldwide.12

Innovations such as telemedicine, wearable health monitors,
and artificial intelligence (AI)-driven diagnostics are revolu-
tionizing patient care, improving access, and increasing
efficiency.13

Recent scholarship underscores both the promise and
pitfalls of digital platforms in supporting overdose preven-
tion. Reveal that social media-based drug networks often
rely on established peer ties, which can reduce overdose
risks by ensuring safer, more reliable supply chains.
Gomes and Sultan14 caution that algorithmic content mod-
eration on platforms like Instagram and TikTok may unin-
tentionally remove vital harm-reduction messages—such as
naloxone guidance or overdose warning alerts—thereby
limiting their preventive potential. Additionally, Volpe
et al.15 illustrate how digital drug-alert systems struggle
under “prohibition-world” regulations, hampering real-time
overdose alert deployment. Together, these findings high-
light the need for digital overdose-prevention tools—like
virtual supervised consumption apps—to be thoughtfully
designed to leverage peer networks while navigating mod-
eration constraints and regulatory environments. While
digital solutions have been widely adopted across various
healthcare sectors, their integration into substance use treat-
ment and harm reduction has been comparatively slower.
Nonetheless, emerging evidence indicates that digital tech-
nologies can play a significant role in reducing overdose
fatalities and enhancing care for individuals who use drugs.
For instance, the Digital Lifelines Scotland (DLS) program
has demonstrated that providing digital devices and internet

access to people who use drugs can improve connectivity,
access to services, and overall well-being. Importantly,
DLS also highlighted how anonymity, person-centered out-
reach, and digital inclusion can foster trust and engagement
among vulnerable users, thereby contributing to harm reduc-
tion efforts.16 Similarly, a qualitative study highlighted that
digital inclusion initiatives can enhance support within
harm reduction services, though challenges such as technical
knowledge gaps and organizational constraints need to be
addressed for successful implementation.17 Furthermore,
research has shown that online resources, including forums
and therapeutic platforms, are valuable tools in substance
misuse recovery, offering accessible support and information
to individuals at various stages of their recovery journey.18

Digital harm reduction refers to the adaptation of trad-
itional harm-reduction strategies—providing resources,
education, and support to people who use drugs—into
digital formats such as mobile apps, online communities,
and virtual spotting services. This approach leverages ano-
nymity, real-time connection, and low-threshold access to
deliver tools for overdose monitoring, safer-use guidance,
peer support, and emergency interventions, particularly
for opioid and stimulant users. A recent scoping review of
“electronic harm reduction” interventions (including apps,
hotlines, and virtual spotting services) emphasizes their
emerging potential to prevent opioid-related ODs, though
evidence is still developing.19

Drug consumption rooms are supervised facilities that
reduce ODs and other harms. More than 100 operate inter-
nationally, and the first legal site in the UK, The Thistle,
opened in Glasgow in 2025.20–22 In addition to physical
drug consumption rooms, virtual supervised consumption
initiatives are emerging as innovative approaches to harm
reduction. International evidence highlights the success of
virtual methods during COVID-19. A study by Perri
et al.23 trialed an informal spotting method where users
called friends while using drugs, which provided remote
supervision and support. This approach reduced risks of
harm, criminalization, and stigma, and offered overdose
prevention for non-injecting users. For example, the US
national “Never Use Alone”24 program, Massachusetts’
SafeSpot25 program, and Scotland’s “We Are With You”
helpline all offered phone-based supervision, prioritizing
privacy and safety.26

Daneshvar et al.27 compared responder apps for over-
dose prevention that require active user check-ins during
drug use. These apps monitor users and contact supporters
or emergency centers if needed. Two functions of inter-
active response apps are, firstly, the user activates the app
before drug use; if they do not respond to an alert after a
set period, the app connects to a supporter or emergency
center (e.g. Lifeguard, OB Buster, and UnitiPhily).
Secondly, the app provides a platform for users to commu-
nicate and live talk with a trained supporter until they are
safe, enabling a rescue plan if needed or connecting to
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emergency services (e.g. Brave). Internationally, the Brave
app, based in Canada,28 provides remote supervision and
anonymous peer support for people, functioning as a 24/7
remote supervised consumption space with access to emer-
gency response. This app was terminated in January 2025.
Following learning from the Daneshvar et al.27 and Oteo
et al.28 study, Brave was selected for a 12-month pilot in
Aberdeen City after evaluating all available apps based on
implementation strategy, cost-effectiveness, and organiza-
tional readiness. This collaborative project involved the
University of Stirling (lead and evaluator), Alcohol and
Drugs Action (ADA—a local harm reduction service—pro-
vided and trained supporters from their staffs and promoting
the app to its service users), Brave Technology Co-op,
Vancouver, Canada (app developer and technical support),
and the Digital Health and Care Innovation Centre (DHI-
Scotland—provided regulatory support). Funding was pro-
vided by the DLS program, supported by the Scottish
Government. Aberdeen City was selected because it suffered
a similar increase in ODs as observed across the rest of
Scotland (National Records of Scotland, 2021), and the struc-
ture of the city and its facilities were accessible (e.g. ADA).
The app was given a new name, “Here4UScotland,” through
a user-driven co-design process to enhance localization. The
Here4UScotland app was functionally similar to the Brave
app but was localized to the Scottish context, with adaptations
in documentation and integration with local emergency
services. It provided anonymous, peer-to-peer supervision
during drug consumption. Upon activation by the caller,
individuals who use drugs were connected via voice to a
trained “Supporter,” with whom they agreed upon a perso-
nalized rescue plan and remained in communication
throughout consumption. If the caller became unresponsive,
the Supporter activated an agreed-upon emergency response
utilizing the user’s location. This response involved contact-
ing a designated “Rescuer,” who was pre-identified within
the rescue plan, either to administer naloxone—freely
accessible in Scotland—or to engage the ambulance service.
ADA, a local harm reduction service in Aberdeen, hosted
the application and recruited supporters from among their
staff, who then received targeted training. Callers were
recruited from ADA’s existing service users, with the app
promoted during routine service contacts, including harm
reduction drop-ins, outreach activities, and one-to-one sup-
port sessions. Recruitment was, therefore, directed at indivi-
duals already engaged with ADA services, rather than
through general street-based outreach or flyer distribution.

Objective
Digital technology can support, assist, and enhance both
current and innovative new services.11 This article exam-
ines the potential of digital transformation and the provision
of technology for people who use/d drugs (called service
users hereafter) and identifies barriers and enablers in the

use of digital technologies for preventing DRDs. The study
objectives were to:

1. Examine the impact of virtual access to remote super-
vision via a smartphone app on those using drugs, and
on those providing support in the Scottish context.

2. Evaluate the possibilities for evolving and adapting
the app and service to further expand digital solu-
tions to reduce DRDs.

3. Assess how digital supervision can be transformed
into a model that encourages service user adoption
through positive interaction and engagement, thereby
fostering individual and collective ownership.

Method

Study design
This article draws data from a broader study that evaluated
the Here4UScotland app through a mixed-methods approach
that included semi-structured qualitative interviews, focus
groups, and quantitative data.29 The quantitative data pro-
vided by Brave offered a broad view of the application’s
usability, while the qualitative data provided deeper insights
into user experiences and underlying perceptions.

Theoretical frameworks
The study used two frameworks. First, we have used the
Technology, People, Organizations, andMacro-environmental
(TPOM)30,31 framework to navigate the complex implemen-
tation landscape for health technologies. This framework
focuses on technological, social, organizational, and macro-
environmental factors,30 making it well-suited for assessing
technology in complex healthcare and social care set-
tings.16,17,32 Additionally, TPOM’s formative approach sup-
ports continuous evaluation and refinement throughout the
implementation stages. Figure 130 illustrates the TPOM
framework, which was used in data collection and data ana-
lysis as explained in the next sections.

Secondly, in order to analyze and explore the relationship
between digital technology and the provision of services, the
Transformative Technology Integration in Health (TTIH-
framework was named in this study.) conceptual framework
developed byDaneshvar et al.17 was applied. The TTIHmodel
has two aspects: incorporating digital tools into the delivery of
current services and developing new services by adopting and
utilizing established or emerging digital technologies
(Figure 2). This framework provides a model for assessing
digital transformation within service providers. It operates on
two axes: the service itself (current vs. new/emerging) and the
digital technology applied (existing vs. emerging). The core
purpose is to evaluate how the integration of either newor exist-
ing digital technologies enables service providers to innovate,
reshape their services, and transform their operations.
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TPOM captures four interrelated domains—techno-
logical aspects (e.g. usability and interoperability), social
and human factors (e.g. trust and engagement), organiza-
tional issues (e.g. training and workflows), and macro-
environmental influences (e.g. policy and regulation).
This structure enabled us to systematically map barriers
and enablers across multiple layers of the implementation
context.

However, TPOM primarily addresses the context of
implementation rather than the transformative potential of
technology itself. To complement this, we applied the
TTIH model. TTIH differentiates between current versus
emerging services and existing versus emerging technolo-
gies, thus allowing us to position Here4UScotland both as
a digitalization of an existing harm-reduction service (remote

Figure 1. Diagram of the Technology, People, Organizations, and Macro-environmental (TPOM) evaluation framework.

Figure 2. Transformative technology integration in health
(TTIH) conceptual framework.
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supervision) and as a catalyst for new forms of support (e.g.
anonymized peer-to-peer supervision and data-informed
outreach).

Using both frameworks in combination was methodo-
logically necessary. TPOM allowed us to evaluate how
the technology was implemented and received, while
TTIH allowed us to evaluate what kind of service trans-
formation resulted from the implementation. Together, the
frameworks provided a more comprehensive understanding
of both the process and the outcomes of digital transform-
ation in harm reduction. We refer back to this combined
evaluation in the Discussion section to show how context-
ual and transformational perspectives jointly informed our
interpretation of findings.

Qualitative data
The qualitative components of this study were reported in
line with the Consolidated Criteria for Reporting
Qualitative Research (COREQ) checklist to ensure meth-
odological rigor and transparency.33

Participants and requirements. Qualitative data were col-
lected from three groups: service users (callers) included
individuals aged ≥ 18 years old, currently using or having
used illicit drugs in the past 12 months, and either using or
having been offered the app while residing in Aberdeen.
Service providers (supporters) were community members
trained in harm reduction, aged≥ 18, and designated to assist
app users. Community stakeholders encompassed frontline
staff, managers, responders, and volunteers from organiza-
tions providing harm reduction and community outreach,
as well as local policymakers, Scottish Ambulance Service
(SAS) harm reduction leads, and the police.

Data collection. The interview guide was developed by HD
and CM (see Supplemental Material 1), incorporating rele-
vant areas of the TPOM and drawing on insights from the
broader Here4UScotland delivery work and a prior user
need study.29 The topic guide for callers focused on app
usability and the social/human (people) domains, examin-
ing the service’s usage, any usability issues, and its effects
on them. For supporters, the emphasis was on infrastruc-
ture, training, usability, support needs, and the impact of
their relationships with service users. Community stake-
holders focused on examining the app’s impact, identifying
gaps, barriers, and enablers at organizational and macro-
environmental levels, including sustainability. The focus
group guide developed for community stakeholders was
used as an interview guide with this group.

Initially, we offered all callers the option of a focus group
or an interview to maximize participation. However, due to
the individual privacy concerns of callers—particularly
those recruited through ADA—the planned caller focus
group did not take place. Supporters were offered either a

focus group or an interview. It was always planned to use
a focus group for community stakeholders because they
are participating at a higher/organizational level with less
privacy concerns. However, the interview option was also
available, and a number of stakeholders chose this option.
Overall, it was a combination of maximizing participation
and being efficient with time in a manner that suited different
groups. Interviews and focus groups were conducted from
May to November 2023. Participants were provided with
an information sheet and had the opportunity to ask ques-
tions. Written or verbal informed consent was provided
before each interview and focus group. Written consent
was obtained when participants were able to meet in person
or had access to electronic means to sign and return consent
forms. Verbal consent was used in situations where partici-
pants were interviewed remotely (e.g. by telephone or
online), or when logistical constraints made it impractical
to obtain written documentation. In all cases, the consent
process followed ethical guidelines and was approved by
the institutional review board.

All caller and supporter participants were recruited by
ADA34 staff. Interviews were arranged via email, phone,
or in person. All interviews took place either in person,
on MS Teams, or by phone with the researcher (GS).
Callers received a £10 voucher as an honorarium. All callers
were provided with a debrief sheet that outlined information
about the study and sources of support.

Two separate focus groups with supporters were con-
ducted by GS and HD on Microsoft Teams, whilst an
in-person focus group with stakeholders took place in
Aberdeen, led by CM, HD, and GS. GS invited the suppor-
ters, and CM recruited the stakeholders. Focus groups with
supporters were recruited through ADA, and stakeholders
were invited by email from CM. We stopped the data col-
lection when saturation was reached, with no insights
emerging.

The authoring team comprised members of mixed gender,
all of whom are educated to the Master’s or PhD level and
have extensive experience working with people who use
drugs and service staff. GS has relevant lived experience.

Interviews provided in-depth, personalized perspectives
from individual service users and supporters in a confiden-
tial environment, ideal for exploring sensitive experiences,
privacy concerns, usability issues, and subjective impacts of
the app. Focus groups were particularly suited to examining
shared experiences, systemic barriers, enablers, and collab-
orative insights from community stakeholders and suppor-
ters, where discussions were at a macro-environment and
organizational level.

Quantitative data collection
To evaluate the app’s technical acceptability, quantitative
data on app downloads and monthly call volumes were sup-
plied by Brave, the app developers.
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Data analysis
Data analysis consisted of three phases: (1) descriptive
quantitative analysis of uses of the app by its users; (2)
evaluation of the app based on the TPOM framework; and
(3) understanding the relationship between digital technology
and the provision of services using the TTIH framework.

In Phase 1, quantitative data were used to generate fre-
quency tables using Microsoft Excel. Simple descriptive
statistics were used to describe the uptake and the level
and nature of use.

Then, interviews and focus groups were transcribed ver-
batim by an external transcriber, with identifiable informa-
tion removed; Scottish dialects were preserved to preserve
the authenticity of the participants’ language. All data and
quotes were pseudonymized, with each attributed to a par-
ticipant while omitting identifiable names, locations, or
other personal details. NVivo (version 12) was used for
qualitative data analysis.35

In Phase 2, the TPOM was used as a conceptual frame-
work for analysis.30 We applied thematic analysis36 to our
data first to organize the findings based on the four dimen-
sions of the TPOM framework, and then formed subthemes
within each dimension. This phase involved line-by-line
coding to capture the underlying “meanings” in partici-
pants’ messages, rather than focusing solely on the words
used.37 An iterative process was employed to identify com-
mon subthemes across codes, moving back and forth to
uncover patterns and shared meanings. Figure 3 presents
the key themes and subthemes.

In Phase 3, the findings were evaluated against the TTIH
model to examine the relationship between existing and
emerging digital technologies and their role in enhancing
or transforming current services. This model was used to
categorize the potential of new technologies, especially

those capable of providing novel services. GS coded tran-
scripts to develop the initial coding framework, which
was reviewed by HD. The remaining transcripts were then
coded according to this framework by GS and HD.

Findings
A total of 29 interviews (n = 21) and two focus groups (n =
8) were conducted with 26 participants. This included 10
callers (all of whom were interviewed), nine supporters
(three in a focus group and six in interviews), and nine sta-
keholders (four in interviews and a focus group with five
participants). Three individuals were interviewed twice, at
both the start and the end of the project. Table 1 displays
the participation of target groups across the TPOM domains
and data collection methods. Participant demographics (age)
were not collected due to sensitivities around anonymity.

Qualitative findings are presented under the main domains,
in the “Technological aspects,” “People and human aspects,”
and “Organization factors” sections.

Here4UScotland app downloads and call volume
The Here4UScotland app piloted in Aberdeen, was oper-
ational from January to December 2023. For service users
who did not have access to a smartphone, 25 smartphones
(including prepaid credit for calls and Internet) were pro-
vided to ADA service users by DSL (funder of the project),
along with the installed Here4UScotland app. Between
January and August 2023, a total of 74 calls were logged
(Figure 4).

Analysis of incoming calls to the app revealed trends in
user engagement, with the highest activity recorded in April
(Figure 5).

Table 1. Participation across target groups.

Participants Main TPOM domains Method Participants Interview or FG Method Sex

Callers Technological social/
human factors

Interviews 8 10
(two people interviewed twice)

Online and
in person

Women = 4,
Men = 4

Supporters Technological,
Social/human, and
organizational factors

FG (1) 3 3 Online Women = 2,
Men = 1

Interviews 6 7
(one person interviewed twice)

Online and
in person

Women = 4,
Men = 2

Community
stakeholders

Organizational and wider
macro-environment

FG (2) 5 5 In person Woman = 3,
Men = 2

Interviews 4 4 Online Woman = 3,
Men = 1

Total number 26 29

TPOM: Technology, People, Organizations, and Macro-environmental; FG: focus group.
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Technological aspects
Accessibility and user comfort. Accessibility and user comfort
were essential elements in the effectiveness of digital ser-
vices for overdose prevention. Users valued systems that
were easy to use and integrated seamlessly into their lives.
For instance, location tracking features provided crucial
real-time support, as noted:

Access to your location. Because the thing is we might person-
ally know this person, he might be very unpredictable … You
could see exactly where he is, you could send police. (Caller 6)

This capability was pivotal in emergencies, allowing
rapid response to users in crisis.

However, some individuals expressed concerns over
surveillance and the perceived intrusiveness of such
technologies:

Yes, I was a bit dubious about this now… I got a little bit in my
head about it, thinking oh, they’re tracking me. (Caller 2)

This highlighted a common tension between ensuring user
safety and respecting privacy. To address these concerns,

Figure 3. Key themes and subthemes.

Figure 4. Number of app downloads until August 2023.
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digital services needed to ensure that their features were
effective and minimally invasive, promoting a user-friendly
experience that did not compromise personal comfort.

Confidentiality and anonymity. Confidentiality and anonym-
ity were central to the adoption and effectiveness of digital
services in harm reduction, as callers often had concerns
about how their personal and location data were handled.
The emphasis on anonymization was evident:

So everyone’s information can remain private on their phone
… everything is anonymized. (Stakeholders–focus groups)

This showed a strong preference for systems that safe-
guarded personal information while providing essential ser-
vices. However, there was also an openness to controlled
data sharing when trust was established:

Once there’s trust built with the system, people are willing to
give up their privacy for short periods of time. (Stakeholders–
focus groups)

Discussion around location tracking encapsulated the
tension between its potential lifesaving benefits and the inher-
ent risks associated with exposing personal whereabouts.

And if you want help to change your life then kind of you need
parent figures in your life so for somebody to have control of
your location for when you are not, ken [know], equipped to
deal with life in itself without using drugs or putting yourself
in danger, i.e., overdosing or even wanting to commit suicide.
I think it’s a horrible thing to do, ken [know]. (Caller 6)

This dynamic illustrated the complexity of implementing
technology in sensitive contexts, necessitating clear policies
and safeguards to protect user safety. This suggested that
while users valued their anonymity, they were willing to
engage more fully with the service if it proved trustworthy
and beneficial.

Challenges and user suggestions. Implementing digital ser-
vices for overdose prevention involved addressing several
challenges. One key issue was the need for adequate sup-
port for both users and supporters.

Maybe giving people that option would be good… but suppor-
ters were potentially witnessing (graphic drug use) that there
might need to be a bit more support for the supporters going
forward. (Supporter 3)

This indicated a need for additional training and
resources to help supporters manage their roles effectively,
especially in high-stress situations. Another challenge was
the integration of new features into existing systems. One
respondent expressed concerns about the complexity:

Bringing in a third person to the call… just seems a bit bitty to
me. (Supporter–focus groups)

To address this, services must ensure that new features
are seamlessly integrated and provide continuous feedback
from both callers and supporters.

Participants suggested notifications and alerts were vital
components of digital overdose prevention services, provid-
ing users with timely information about potential risks.
They proposed tailored notifications which could have

Figure 5. Call logs through August 2023.
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warned users about dangerous drug batches or overdose risks
locally:

If you get a notification, like say for example, hypothetical, I’m
a heroin addict… I can get a notification saying, “Right, there’s
a bad batch in your area.” (Caller 1)

Developing a trustworthy and robust system for dissem-
inating alerts was essential to ensuring that these notifica-
tions effectively enhance overdose prevention. Participants
encouraged the integration of bespoke and reassuring video
calls, representing a significant advancement in support pro-
vision. As one respondent highlighted:

Eye-to-eye contact is better than a chat on the phone.
(Supporter 4)

Visual cues could have enhanced the effectiveness of
support by cultivating a more nuanced understanding of
the user’s state. Nonetheless, the implementation of video
calls comes with challenges. One participant noted:

Video calls take up a huge amount of bandwidth … and we
already have connectivity issues. (Stakeholder–focus groups)

Balancing the benefits of alerts and video interactions
with practical constraints such as internet connectivity and
ensuring user privacy was crucial. Solutions might have
included offering alternative modes of communication and
ensuring sufficient call handling capacity.

People and human aspects
Accessibility and ease of communication. The transition to
digital services has significantly enhanced accessibility
and simplified communication for individuals at risk of
drug overdose.

I would say it’s easier now because—Like there’s a lot of stuff
you can do, maybe online, like on, what do they call it—Like the
Zoom platform, or maybe service using means you can attend or
whatever, that’s online, somaybe someone who’s not well might
not leave their house as long as they’ve got a Zoom App or
access to a handset or something, from a client’s perspective.
Like most people have got a phone now. (Supporter 5)

This quote highlights how digital communication tools
offered a more approachable, secure, and immediate form
of contact, especially during crises when making a phone
call might have been overwhelming. For many users, digital
tools represented a lifeline.

… it definitely had a lot to do with being able to lift my phone
out my pocket and touch and instantly speak to somebody
straight away, …, I think it’s a massive benefit because

definitely for me and for a lot of people I ken [know] [with]
addiction ken, the craving comes when—you never ken
[know] when it comes or problems come, ken [know], in
your life. Sometimes you just need ken [know] somebody on
the phone to you. (Caller 6)

This reflected how digital services were perceived as a
resource that users could rely on during moments of vulner-
ability. However, not everyone was comfortable with tech-
nology and could have found engaging with digital services
and devices overwhelming:

I’ve actually forgotten the main purpose of it. I don’t know
what I’m supposed to use it for anymore. I’ve forgotten. And
I haven’t bothered to—I don’t know where to find the informa-
tion anymore. I’m sorry. (Caller 8)

This illustrated the difficulties some users faced in navi-
gating digital services, highlighting the need for better and
recurring training and a more intuitive design to ensure
tools were used effectively.

Transforming relationships and support structures. The shift
to digital services, particularly apps for harm reduction,
has transformed relationships between clients and support
workers. Traditionally, these connections were limited to
scheduled meetings or occasional phone calls.

I think it’s easier for clients just to pop us a text message, or
send us a voice note, rather than having to ring up and have
a phone call. (Supporter 6)

This informal communication allowed clients to reach
out easily, reducing barriers and enabling more frequent
check-ins. Another caller highlighted the app’s role in pre-
venting relapse:

If I didn’t have the app on my phone, more than likely I would
have definitely used [drugs]. (Caller 6)

The real-time support and increased accessibility appeared
to foster trust and openness, as reflected here:

They were really open and honest with me about what they
were using. (Supporter 3)

Now, with digital tools, communication was more flex-
ible and continuous, building stronger connections and pro-
viding real-time support.

Organization factors
User engagement and support mechanisms. User engage-
ment and support mechanisms were crucial for ensuring
that harm reduction digital tools were effective. This theme

Daneshvar et al. 9



revolved around the necessity for supportive interactions
and available assistance to navigate and utilize digital ser-
vices effectively.

We’ve discovered that a lot of it is in how they encounter that
app and what kind of supports are there when they encounter
the app. (Stakeholder–focus groups)

This quote underscored that user support—whether
through direct side-by-side guidance or community-based
initiatives—was essential for ensuring that users felt com-
fortable and confident in using these tools. Additionally,
the concept of “echoes of safety” reflected how repeated
and varied interactions with harm reduction services rein-
forced safety messages:

When callers interact with different points of harm reduction,
knowledge and information and support, they are getting
echoes of safety. (Stakeholder–focus groups)

This thematic insight suggested that continuous, multi-
faceted engagement with harm reduction services helped
build a comprehensive safety net, which was crucial for
effectively supporting individuals who used drugs.

Challenges in implementing digital services. There were vari-
ous barriers to the effective use of technology in harm
reduction. These challenges include issues with volunteer
engagement, limitations of existing digital systems, and
the need for better outreach and advertising. Volunteer sup-
porters were required to share and log information follow-
ing app use in the supporter role, via a MS Teams channel.

One participant’s frustration with the limitations of digital
tools and training platforms highlighted a key challenge:

I find team [MS] Teams limiting. So, I cannot imagine that it
was very easy to do, well, a consistent interest in the app when
it was all rooted in interacting in [MS]Teams. (Stakeholder–focus
groups)

This indicated that the platform’s limitations might have
hindered volunteer engagement and the effective promotion
of the app, reflecting a broader challenge of ensuring that
digital tools were user-friendly and supportive.

Building trust and ensuring safety. Building trust and ensur-
ing safety were crucial for the successful adoption and
use of digital services in harm reduction. This theme
encompassed the need for digital tools to be perceived as
reliable and integral to users’ safety routines.

It becomes just as important, as making sure that you set out
your naloxone and unlock your door. (Stakeholder–focus
groups) [in case of overdose]

Reflecting the broader global digital shift, this partici-
pant illustrated how digital tools should have become a
regular part of daily safety and merged with traditional
harm reduction practices. This reflected the need for, and
trust in, digital evolution concerning regular safety
routines.

The emphasis on trust and reassurance was further sup-
ported by the need for consistent and supportive interac-
tions with users:

We talk about this a lot with the volunteer team, with the Brave
app. (Stakeholder–focus groups)

Ensuring that users felt valued and reassured through
their interactions with digital services was critical for their
successful integration and effectiveness.

Macro-environmental factors
Impact of police involvement on digital services. One of the
key emerging themes related to the impact of police pres-
ence on the effectiveness of digital services aimed at pre-
venting OD. The involvement of law enforcement in
overdose situations appeared to create significant barriers
to the trust and utilization of these services by the target
population. For instance, as in Scotland, the Police are
notified alongside an ambulance call, a participant high-
lighted that people are:

less likely to phone an ambulance because they’re thinking a
police officer might turn up instead. (Stakeholder–focus groups)

Digital communication strategies, such as the use of
invasive and unsolicited “pester” messages, were employed
by police following some successful drug operations.
Although according to one participant, the reception to these
messages varied, some recipients responded negatively,
while others expressed appreciation:

Occasionally, there will be one or two messages that we had
back which said, “Thanks very much for letting us know.”
(Stakeholder–focus groups)

This suggested that while digital messaging could have
been an important tool in drug prevention, its effectiveness
depended on responsible implementation and careful con-
sideration of how such communications were perceived
by the target audience.

Challenges of digital transformation in sustaining services. The
rapid deployment and adaptation of digital services during
public health emergencies, such as the COVID-19 pandemic,
have shaped expectations for similar responses to the
ongoing overdose crisis. One participant remarked,
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If we have a public health emergency, like the overdose crisis
… that should enable funds to be unlocked in a much less bur-
eaucratic process. (Stakeholder–focus groups)

This emphasized the importance of digital transform-
ation in enabling swift action, reducing red tape, and ensur-
ing that lifesaving services were not delayed due to
procedural inefficiencies. Another matter revolved around
the financial and operational challenges of sustaining digital
services aimed at preventing drug overdoses.

We didn’t see any of the funds coming in until 2022 … which
is taking up how much of my time, how much of my time
is worth, you know, it’s a ridiculous amount of time.
(Stakeholder–focus groups)

This highlighted the need for reliable funding mechan-
isms to support the continuous operation and development
of digital services. Moreover, the strain of maintaining these
services on limited budgets can impede the overall success
and reach of the initiatives.

Evaluation of the provision of services using the TTIH
framework
Our findings show that the Here4UScotland app, which is a
re-design technology, demonstrates the provision of digita-
lized versions of current services as well as offering new
services to its users. Figure 6 shows the examples of service
provision using the Here4UScotland app.

The app enhances traditional services by providing remote
supervision for individuals using drugs, thereby extend-
ing harm reduction strategies into digital spaces and
increasing accessibility to critical support. Additionally,
the app complements naloxone distribution programs by
enabling timely interventions during overdoses, enhan-
cing their efficacy through integrated digital tools. In

developing new services, the app creates anonymized
peer support networks, offering a stigma-free platform for
individuals to connect and access assistance. Furthermore,
the app collects anonymized data, providing valuable
insights into drug use patterns, which can inform evidence-
based public health strategies. Despite these advancements,
challenges remain, particularly regarding privacy concerns,
data security, and systemic barriers such as funding delays
and resource limitations. Addressing these issues is essen-
tial to ensure the app’s sustainability and broader adoption.

Discussion

Summary of findings
Key themes emphasized the importance of relationships,
training, trust-building, strategic outreach, and implementa-
tion support in the effective delivery of emergency harm
reduction digital services.

The discussion around technological aspects of overdose
prevention highlighted the need to balance user accessibility,
privacy concerns, and confidentiality concerns. Features like
location tracking offer critical real-time support but also raise
significant anonymity and privacy issues, necessitating a
balance between providing lifesaving assistance and main-
taining user confidence. Video calls, although advancing
support with visual interaction, face challenges such as
bandwidth limitations and privacy concerns. The suggested
expansion of service models included broader harm reduc-
tion elements such as alerts and notifications, which would
improve access to comprehensive support.

Organizational factors play a crucial role in the effective-
ness of digital harm reduction services. Improving visibility
and outreach through better marketing to those in need is
essential. User engagement and support mechanisms are
pivotal, with continuous assistance and community initia-
tives helping users navigate and utilize these tools effect-
ively. Challenges such as platform limitations, volunteer
engagement, and outreach inadequacies must be addressed
to enhance effectiveness. Building trust in this way is cru-
cial. Focusing on these organizational aspects could signifi-
cantly improve the role of digital tools in preventing OD.

Macro-economic and environmental factors also impact
the effectiveness of digital overdose prevention. The
involvement of the police can deter individuals from seek-
ing help. This reluctance underscores the need for strategies
that maintain user trust and mitigate concerns about police
involvement. Financial and operational challenges, such as
delays in funding, can impede the deployment and mainten-
ance of digital services. Innovative communication strat-
egies, like targeted messages from police, show potential
but require careful consideration of audience perception.
Increasing visibility and offering incentives, such as vou-
chers, could further encourage the use and normalization
of digital services like the Here4UScotland app.

Figure 6. Here4UScotland in the transformative technology
integration in health (TTIH) framework.
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Contextualization of findings in the current literature
The proposed adoption of video and chat tools aligns with
research on enhancing connection and monitoring during
drug use.38,39 However, concerns surrounding their imple-
mentation underscore the need for a careful rollout of new
technologies.

Findings on adaptability, flexibility, and accessibility
highlight the importance of tailoring services to meet user
needs, as emphasized in studies on context and usability.40

Desires for features like 24/7 access and key lock informa-
tion highlight the necessity of accommodating diverse
lifestyles.

Users’ perspectives on privacy mirrored broader con-
cerns about digital security and surveillance.41 Nuances in
the willingness to share location data reflect how trust,
intentions, and perceived benefits influence user decisions.
The preference for sharing data with trusted organizations
highlights the critical role of confidentiality.

Openness to training and promoting buy-in align with
best practices, such as comprehensive education and the use
of success stories to enhance engagement.42,43 Relationships
and trust are paramount, as strong connections with staff
members foster user engagement.44 However, audio-only
communication has been found to increase anxiety among
supporters, indicating the need for multidimensional digital
contact.45

Organizations have welcomed the digital evolution for
information sharing and alerts. However, providing proper
training and support for staff in crucial support roles is
essential.46 Tailored debriefing and skills training can help
staff manage the high stress associated with these roles.47,48

Strategic outreach is crucial for effectively engaging
people who use drugs.49 Additionally, adequate resources,
staffing, and careful planning are necessary for successful
implementation.50,51

Implications for digital transformation in harm
reduction services
The integration of digital technologies into harm reduction
services, exemplified by the Here4UScotland app, show-
cases the potential for innovative solutions in addressing
DRDs. By applying TPOM and TTIH frameworks, the
study highlights how features like real-time support, loca-
tion tracking, and video interactions can enhance service
accessibility and user engagement, while also offering
new services.

However, the implementation of these digital tools also
presents significant challenges. Privacy concerns, particu-
larly regarding surveillance and data security, pose substan-
tial barriers to user adoption. The study notes that while
location tracking can provide critical real-time support, it
also raises significant anonymity and privacy issues, neces-
sitating a balance between providing lifesaving assistance

and maintaining user confidence. This tension underscores
the need for robust ethical frameworks to manage user
data responsibly. To balance location tracking and privacy,
some different methods were recommended, such as trans-
parent consent, user-controlled settings, peer-led commu-
nication, user governance involvement, and clear crisis
protocols. Alternatively, in the design section, co-design
could be used to consider the users’ needs to build trust
and enhance user engagement.

Additionally, the study identifies systemic barriers such
as funding delays and resource constraints that hinder the
sustainability of digital services. These challenges reflect
broader issues in the digital transformation of health ser-
vices, where financial and operational hurdles can impede
the deployment and maintenance of innovative solutions.

The study’s findings align with existing literature
emphasizing that successful digital transformation requires
not only technological adoption but also cultural and organ-
izational readiness.52–54 Addressing these multifaceted
challenges is crucial for maximizing the impact of digital
interventions in harm reduction services.

Strengths and limitations of the study
Here4UScotland was one of the first digital services aimed
at supporting harm reduction to be introduced and evaluated
in the UK, representing a pioneering effort to integrate tech-
nology into overdose prevention. A key strength of the
research was the high level of engagement among partici-
pants, with good participation from both callers and suppor-
ters, despite the sensitive nature of the topic. This reflects
the feasibility and acceptance of digital harm reduction ser-
vices in a challenging area.

However, the research faced limitations, including the
inability to interview participants who had direct experience
with emergencies, which could have provided critical
insights into the app’s effectiveness during high-pressure
scenarios. Additionally, resource and time constraints
meant that the study involved an insufficient number of call-
ers and supporters to evaluate the app’s long-term sustain-
ability comprehensively. These limitations highlight the
need for further research with broader and more diverse par-
ticipant groups to fully assess the scalability and impact of
digital harm reduction services. On reflection, one of the
supporter interview questions (Q#4) may be considered as
leading—although in presenting, we tried to not lean to
an answer. While the guide could not be modified retro-
spectively, we recognize this as a limitation and advise
interpreting related findings with appropriate caution.

Future research
Further research is needed to explore the digital adoption of
such new services, particularly in the context of cultural or
country-specific differences, with a focus on their
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implementation in the UK. Research could also explore the
impacts of comprehensive communication systems in these
contexts.

Conclusion
The introduction of the app marked a shift toward integrat-
ing digital tools with traditional care models, recognizing
that digital services offer new ways to engage with clients,
especially those who are isolated or hesitant to seek help in
person. However, there are concerns about digital tools being
perceived as intrusive, impersonal, or inadequate compared
to face-to-face support. Striking a balance between digital
and traditional methods is crucial for success.

The integration of digital tools into harm reduction strat-
egies has transformed support delivery and experience,
enhancing accessibility and communication. Mobile apps
and digital platforms provide an immediate, potentially
less intimidating way for individuals to seek help in crises
and prevent relapse, strengthening the relationship between
users and support networks. Despite these advancements,
challenges remain in user navigation of digital tools under
stress, underscoring the need for clearer instructions and
intuitive design. This shift from traditional face-to-face sup-
port to flexible, harm-reduction approaches reflects broader
cultural and ideological changes in the field.
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