Data Protection Complaints Procedure
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[bookmark: Background]1. Background

[bookmark: B_Introduction]1.1 Introduction

The University of Stirling is committed to protecting personal data and handling it in a lawful, fair and transparent manner.

We recognise that individuals may wish to raise concerns about how their personal data has been processed. This procedure explains:
· How to make a data protection complaint
· How the University will handle your complaint
· What you can expect from the process

This procedure is designed to ensure complaints are handled consistently, fairly, and proportionately, in line with data protection legislation and good practice.

[bookmark: B_Scope]1.2 Scope

This procedure applies to complaints about the University’s handling of personal data, including:
· Collection, use, sharing or storage of personal data
· Accuracy or retention of personal data
· Data security or confidentiality issues
· Responses to data subject rights requests (e.g. access requests)
· Concerns arising from data breaches

It applies to complaints from:
· Students
· Staff
· Applicants
· Alumni
· Members of the public

[bookmark: B_Definition]1.3 Definition of a Data Protection Complaint

A data protection complaint is:

An expression of dissatisfaction about how the University has handled personal data.

Complaints may be received via any channel and do not need to explicitly reference data protection legislation.

[bookmark: Principles]2. Principles

We will ensure that complaints are handled in a way that is:
· Accessible – easy to use and understand
· Fair and impartial – decisions based on evidence
· Transparent – clear about outcomes and reasons
· Proportionate – appropriate to the complexity of the issue
· Timely – handled without undue delay

[bookmark: How_To]3. How to Make a Complaint

Complaints can be made via:
· Email - data.protection@stir.ac.uk
· Telephone – 01786 466940
· Written correspondence - Data Protection Unit, University of Stirling, Stirling FK9 4LA  

To helps us investigate, please include:
· What happened and when
· Why you are dissatisfied
· Any previous correspondence
· What outcome you are seeking

[bookmark: CHP]4. Complaints Handling Procedure

[bookmark: CHP_Receipt]4.1 Receipt and Acknowledgement

· Your complaint will be logged and acknowledged in line with legislative requirements (within 30 days of receipt)
· We may need to ask for identity verification where appropriate
· We may contact you for clarification

[bookmark: CHP_Investigation]4.2 Investigation

We will seek to investigate the issue by: 
· Reviewing relevant facts and documentation
· Consulting with appropriate staff and departments
Where necessary:
· Further information you may be asked for additional information
· Progress updates will be provided
[bookmark: CHP_Response]

4.3 Response

You will receive a written response that includes:
· The findings of the investigation
· The decision and rationale
· Any actions taken or proposed

Outcomes will be communicated without undue delay.

[bookmark: CHP_Closure]4.4 Closure and Learning

We want to learn from issues arising in complaints to improve processes at the University so we will:
· Record the outcome and actions
· Identify trends and areas for improvement
· Update policies or training where required

[bookmark: Special_Cases]5. Special Cases

[bookmark: Special_Rights]5.1 Data Subject Rights Complaints (e.g. SARs)

Where a complaint relates to a data subject rights request:
· The University may complete the original request before investigating the complaint
· The complaint should explain what aspect of the response is unsatisfactory

[bookmark: Special_Breach]5.2 Data Breach-Related Complaints

If a complaint indicates a possible personal data breach:
· It will also be considered under the University’s Data Breach Procedure
· Separate regulatory reporting obligations may apply

[bookmark: Special_Time]5.3 Time Limits for Complaints

Complaints should normally be raised within 6 months of the issue arising.  Older complaints may be considered where there is a valid reason for the delay.

[bookmark: Escalation]6. Escalation to the Information Commissioner’s Office (ICO)

If you are not satisfied with the outcome of your complaint, you have the right to raise your concerns with the Information Commissioner’s Office (ICO). 

We encourage you to complete our internal process first.

[bookmark: Roles]7.  Roles and Responsibilities

[bookmark: Roles_DPU]7.1 Data Protection Unit

· Manages and coordinates complaints
· Ensures compliance with legislation

[bookmark: Roles_DPO]7.2 Data Protection Officer (DPO)

· Provides independent advice and oversight
· Reviews complex or high-risk cases

[bookmark: Roles_Staff]7.3 Staff

· Identify and escalate complaints promptly
· Cooperate with investigations

[bookmark: Monitoring]8. Monitoring and Review

Our data protection complaints handling processes will be:
· Reviewed annually or following legislative changes
· Updated in line with ICO guidance and best practice
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