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[bookmark: _Toc170808378][bookmark: _Hlk33099200]Introduction
The University of Stirling is committed to protecting the confidentiality, integrity and availability of its data and assets. This involves but is not limited to safeguarding confidential and sensitive information from unauthorised disclosure; protecting data from unauthorised alteration and lastly ensuring that systems and services are available to University staff and partners as and when required.
We ask that all University staff, students, and authorised users follow and comply with the University Information Security policy, our associated policies and all relevant legislation. These policies are designed to support all activities involving information, and we ask everyone to work collectively to protect and secure the University’s data. 
The University of Stirling will maintain appropriate communication with other organisations, law enforcement authorities, regulatory bodies, and network and telecommunications operators to ensure the tasks and activities described in this policy are carried out to the appropriate high standard. 
Non-compliance may lead to disciplinary procedures, and in cases of criminal activity, reports may be made to the police, or legal action may be taken.
The policy is updated based on legislative changes, evolving threats, and organisational adjustments. Regular risk assessments are conducted on all primary information systems to identify potential impacts and security risks. 
Any major revisions to this Policy will require approval by the USPG and the University Court. Where necessary, recommendations will be submitted to the University identifying resources, systems and services necessary to improve security measures in support of the revised policies.

[bookmark: _Toc168999304][bookmark: _Toc170808379]Scope
The Electronic Information Security Policy applies to all staff, students and authorised users who access the University’s information technology resources including the University network. 
This policy applies to all use of information and information technology on the University of Stirling’s premises and includes: 
· All devices used on or off campus, whether they are privately owned or provided by the University.
· All technology and devices provided by or owned by the University, no matter where they are used.
· All external access to the University's information technology systems, regardless of where the access originates.
The Overarching Electronic Information Security Policy is based on the ISO27000:2022 standard and aligns with Cyber Essentials Certification. 

[bookmark: _Toc170808380]Roles and Responsibilities
The Executive Director of Information Services 
· Provides executive leadership and strategic direction for information security initiatives at the University.
· Promote awareness, accountability, and a culture of cybersecurity throughout the Senior Leadership team within the University. 
· Responsibility for recommending updates to the Electronic Information Security Policy which will be reviewed annually and in the event of legislative, organisational or threat landscape changes.  
The Cyber Security Manager
· Leads the strategic decision-making and charting the direction of cyber security initiatives at the University. 
· Oversees the implementation of robust security measures to safeguard the University's information assets. 
· Lead the communications, advise on training and compliance and necessary actions to ensure secure use of University’s information and technology. 
· Share best practice and information on relevant codes of practice, cyber security certification and compliance and is responsible for advising appropriate persons on the compliance with this policy and its associated codes of practice. 
Cyber Security Team 
· Serves as the frontline defence against cyber threats, responsible for implementing and managing technical controls, monitoring, and responding to security incidents.
System Sponsors and System Managers
· Are responsible for safeguarding University primary information systems and ensuring that specific security processes are carried out.  The System Sponsor is normally the Head of the Department managing that information system.
University Staff, Students, and Authorised Users
· Responsible for adhering to the University Information Security policy and supporting policies.
· Must ensure that their activities do not compromise the security of the University’s information systems and report any suspected security incidents promptly.
Information Security Board
· Serves as the governing body responsible for setting strategic direction, policies, and priorities related to information security across the University. 
· Provides oversight and guidance on matters pertaining to information security risk management, compliance, and resource allocation. 
Security Review Group

· Plays a critical role in assessing and evaluating the University's information security posture. 
· Conducts regular reviews of security controls, incident response plans, and emerging threats. 
· Provides recommendations for enhancing security measures and ensures alignment with wider Information Services objectives.  

University Strategy & Policy Group (USPG) and University Court

· Responsible for the final approval of major revisions to the Information Security Policy and ensure that the policy aligns with the University's strategic goals and regulatory requirements.










[bookmark: _Toc170808381]User Compliance
[bookmark: _Toc170808382]User Obligations
All users, including third-party users accessing University information technology, including the network, are expected to follow our information security policies, procedures, and guidelines, as outlined in the conditions of employment, University regulations or engagement outline. These obligations continue after leaving the University, ensuring ongoing protection of sensitive information, adherence to confidentiality agreements, and compliance with relevant data protection laws and regulations.
[bookmark: _Toc168999315][bookmark: _Toc170808383]Security Awareness Training
It is essential for all staff and students to undergo comprehensive Information Security training via Metacompliance. This training aims to effectively mitigate the risks associated with potential cyber-attacks.
To ensure adherence, monthly reminders will be issued to users until the training is completed promptly. Additionally, regular reports on completion rates will be shared with senior management, ensuring transparency and accountability.
Before granting elevated access or privileges, individuals must successfully complete the requisite training. 
Moreover, senior staff and individuals identified as high risk are expected to undertake specialised training tailored to their roles and responsibilities.

[bookmark: _Toc170808384]Business Continuity
All business-critical systems must have documented Disaster Recovery (DR) and Business Continuity Plans (BCP). Recovery processes and annual formal risk assessments should be undertaken to determine the level of criticality to the organisation. These should specify what level of business continuity planning is needed as well as when and how these are tested.  
It is a University of Stirling requirement that all BCP plans are tested on an annual basis as a minimum. Plans will be scrutinised by both internal and external auditors to verify the level of testing and whether the plans are appropriately developed to meet the needs of recovery from a realistic disaster or malicious attack scenarios. 
The frequency of testing is defined at an appropriate level for each system and documented within the DR and BCP plan and will include tests to confirm relevant staff and teams are able to put the plan into operation.  
All relevant staff will receive appropriate training to be able to carry out their role with respect to business continuity plans.  
[bookmark: _Toc170808385]Security Breaches
All potential suspected or identified security breaches of this policy should be immediately reported to the Information Services ‘Service desk’ on extension 7250 or by emailing information.centre@stir.ac.uk. Confidentiality of the information supplied will be maintained and shared only with appropriate staff on a need to know basis, including the Information Services Duty Manager and the Cyber Security Manager. Following a report of a breach an investigation will be instigated to ascertain the level of security breach and necessary actions.
If a suspected or actual breach of security has occurred the Cyber Security Manager will lead the necessary actions to secure the breach and may temporarily suspend access to system(s), data, software or networks.
We have a duty to protect the University against breaches of security by taking whatever measures are necessary and reasonable. While immediate actions may be taken to address urgent security concerns, any ongoing measures will require written authorisation from the Executive Director of Information Services, the University Secretary, or, in their absence, a member of the USPG.
[bookmark: _Toc168999309][bookmark: _Toc170808386]Monitoring and Logging
The University is committed to maintaining the security of its digital, data, and technological resources. To this end, we will continually monitor network activity and data movements within the University, as well as the levels of data leaving our systems and services. This proactive approach helps us detect and respond to potential security threats in a timely manner.
Information Services will regularly review reports from JANET Computing Emergency Response Team (JANET CERT), JISC, Cyber Scotland, HEFESTIS, the UK National Cyber Security Centre and other security sources and respond with actions to secure University digital, data and technological resources. Based on these insights, we will implement appropriate actions to strengthen the security of the University’s digital infrastructure.
Our commitment to ongoing monitoring and responsiveness underscores our dedication to protecting the University’s information and maintaining a secure environment for all users.

[bookmark: _Toc170808387]Legislation
Information security at the University of Stirling is subject to legislation including the following:  
1. Computer Misuse Act (1990); 
2. Freedom of Information (Scotland) Act (2002); 
3. UK General Data Protection Regulation; 
4. Data Protection Act (2018); 
5. Copyright, Designs and Patents Act (1988); 
6. Criminal Justice and Public Order Act (1994) ; 
7. Human Rights Act (1998); 
8. Regulation of Investigatory Powers Act (2000); 
9. Lawful Business Practice Regulations (2000); 
10. Regulation of Investigatory Powers (Scotland) Act (2000); 
11. Communications Act (2003); 
12. Terrorism Act (2006); 
13. Police And Justice Act (2006); 
14. Acceptable Use Policy of the Joint Academic Network (JANET), a copy of which can be viewed at URL:  http://www.ja.net/company/policies/aup.html 
Note: Users must also comply with any regulations and instructions displayed alongside Information Technology facilities.  
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