
 
 

CRISP Annual Lecture 2014: Digital Rights Critical for Europe in the face of Mass 
Untargeted Government Surveillance 

The 2014 annual CRISP lecture was presented by Claude Moraes MEP, Chair of the European 
Parliament’s Civil Liberties, Justice and Home Affairs (LIBE) Committee, at the London School 
of Economics on 21 November.  Mr Moraes spoke on ‘Mass Surveillance, EU Citizens and 
The State’. His central theme was LIBE’s enquiry into Surveillance in Europe, for which he 
served as Rapporteur, and its 8 point Action Plan for setting up a Digital Bill of Rights for all 
EU citizens.  

Mr. Moraes began by discussing civil liberties and the revelations of Edward Snowden about 
mass surveillance conducted by intelligence agencies. As Moraes argued, whilst the 
revelations were symptomatic of a failure on the part of the NSA and its allies to protect its 
sources, they also highlighted how mass, untargeted surveillance was a clear goal for 
national security elites. He outlined the profound concern that mass surveillance activities 
had compromised not only fundamental privacy rights but rights of freedom of association, 
freedom of expression, freedom of information and freedom of assembly. As a result, an EU 
Digital Bill of Rights was proposed by the European Parliament and will be strongly 
promoted over the next five years. It .will focus on internet governance, stronger IT security 
in the EU, the swift adoption of the EU data protection package, the conclusion of EU-US 
agreements, and stronger protection mechanisms for journalists and whistle-blowers.  

Mr. Moraes went on to explain the deliberations and conversations that have flavoured the 
LIBE enquiry and the EU response to digital rights breaches. He revealed that there had 
been widespread agreement in governments on both sides of the Atlantic that some 
national intelligence agencies had overstepped the mark in relation to their intelligence 
powers. He argued that it is now widely acknowledged and accepted, both in the US and EU, 
that judicial and governance bodies were deceived by these agencies. Indeed, in response, 
the US government has initiated several internal enquiries. Europe has been slow to 
replicate these, and the UK has even attempted to extend its mass surveillance powers by 
introducing the Data Retention and Investigatory Powers Act in 2014.  

Mr Moraes concluded with a strong call to academics, activists, artists and journalists to 
remain aware and to continue to push for a critical agenda on issues of digital rights, privacy 
and mass surveillance. He argued that, without continued debate and reflection on the 
proportionality and necessity of surveillance-based security interventions, trust in over-
zealous security agencies is likely to remain low.  

 


